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Java Web Start

With the exception of Employee Self-Service and workflow approvals, almost all of the Oracle HR system
uses the Java programming language for its functionality. Most browsers (including Google Chrome and
Mozilla Firefox) do not allow Java-plugins over security concerns. Internet Explorer does support Java-plugins
but will not be supported in the near future.

In response, Oracle introduced a new feature called Java Web Start, which allows the HR system to run Java
directly from the user’s computer, regardless of what browser is used. This will allow us to use Chrome,
Firefox, Microsoft Edge, Apple Safari, Internet Explorer (for as long as it is supported), and other browsers.

Please follow the steps below to check, update, and configure Java.

Note that if only Employee Self-Service or the Approval Worklist are used, the user does not use Java forms
and does not need to follow the steps below.

Minimum Java Requirement
Web Start requires a standalone JRE to be installed and maintained on the user’s desktop.
Java Web Start is certified for Java version:

e JRE 8 Update 144

Some earlier versions may work with Java Web Start, but updating Java to the most recent version or at
least version 8_144 is strongly recommended.

Check Java Version
In Windows, open the Control Panel:
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Click Java:
NOTE: If you are not seeing an option for Java when you open your control panel, change the View by:
setting in the upper right corner of the control panel to either Small or Large icons.

View by: Category ™

4 HomeGroup ﬂ Indexing Options
(£ Java (32-bit) Keyboard
B Mouse :‘: Metwork and Sharing Center

In the General tab, click “About”:

|£| Java Control Panel — ot

i Java Security Advanced

About

View version information about Java Control Panel, \

About...

Note the Version and Update:

About Java X

; ;
more information about Java technoiogy and to expilore

or
pplications, vist http://www.java.com

OoRACLE

Update Java

Most CSU employees do not have administrator rights to their desktop computers. Please call ACNS or your
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department’s computer support to update Java. Note that for Windows computers, there are both 32-bit
and 64-bit versions of Java. It is recommended that the 32-bit version be installed to avoid potential
compatibility issues. Having the 64-bit version or both versions may cause problems. All Java downloads are
available at: https://java.com/en/download/manual.jsp.

AY Windows @) Which should | choose?

Windows Online )
0 - Instructions ) '
flesize: 1.8 MB - After installing Java, you
may need to restart your
Instructions browser in order to
enable Java in your
Windows Offline (64-bit) ) browser.
O _ Instructions
filesize: 71.18 MB

O Windows Offline
filasize: 53.17 MB

Configure Java

Once Java is updated, click the Security tab and check the Exception Site List. You should have
https://hrprod.is.colostate.edu:4443 included in the list. If it does not appear, click “Edit Site List,” click
“Add,” type in https://hrprod.is.colostate.edu:4443, and click “OK.”


https://java.com/en/download/manual.jsp
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General Update Java Security  Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted autharity are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https:/fhrprod.is.colostate. edu: 4443 A

Edit Site List...

| £:| Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

Location

l‘lth:ls:fmrprod Jis.colostate.edu: 4443

Add Remove

Ulkg FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

o

Click the General tab, and click “Settings” in the Temporary Internet Files section. Check “Keep
temporary files on my computer,” click “Delete Files,” check all boxes available, and click “OK.”
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General Update Java Security Advanced

About
View version information about Java Control Panel,

About. ..
Metwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings. ..
Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for execution later. Cnly

advanced users should delete files or modify these settings.
Settings... View...

Jg w

Se
Keep temporary files on my computer, h

Location

Select the location where tempaorary files are kept:
srzincummingYWppDataiLocalLowSun'Java\Deploymenticache Change...

Disk Space
Select the compression level for JAR files: Mone e

Set the amount of disk space for storing temporary files:

[] szsls| M |
| |
. as i
* | Delete Files... | Restore Defaults
Delete Files and Applications pod
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™ Fay .- 1 -
i" | *_-, Delete the following files? r reply to this email
104
Trace and Log Files
Cached Applications and Applets
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Run Java Web Start for Oracle

When a Java-based form is launched from Oracle (such as Maintain Person), the browser will ask to
download and open a FNLP file called “frmservlet.” It may open in the middle of the screen, or it may
show the download at the bottom, depending on the browser. Choose to open it using Java Web Start
Launcher and click the checkbox, “Do this automatically for files like this from now on.”

Examples of browser specific messages are shown below.

Example from Firefox:

I | )

You have chosen to open:

& frmserviet

which is: JNLP File (6.0 KB)
from: hitps://server example com: 4443

What should Firefox do with this file?

@ Open with | Java(TM) Web Start Launcher (default)

Save File

| Do this automatically for files like this from now on.

Example from Chrome:

This type of file can harm your ¢
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Example from Internet Explorer:

Do you want to open or save frmservietjnlp (5.44 KB) from isast205.is.colostate.edu? # Open Save > Cancel

9 B & B B

If you have to find the Java Web Start Launcher program to open the frmservlet file, the default location
on Windows computers is: C:\Program Files (x86)\Java\jre1.8.0_191\bin\javaws.exe

The highlighted part of the filepath above will vary depending on the installed version of Java.
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